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Social Media, is it a blessing or a curse? Many people will have different views on this
matter, but one can never ignore the fact that it has a very big influence in people’s lives in
modern times. With the increase in popularity and availability of different social media
platforms, more and more people are finding it easier and easier to communicate with each other
all over the world. That is just one of the highlights of social media.

Now let us look at the downside of social media. While many people use it for simple
communication with friends and family and keeping up with the latest trends and news, others on
the other hand are using it for all the wrong reasons including bullying and circulating false
information.

All of this has led to the development and improvements of things such as the detection of
abusive language, hate speech, cyberbullying, and trolling amongst others. Social Media Sites
are being tasked to continuously improve their cybersecurity measures to protect their users from
cyberbullying.

With the world ever evolving and humans becomes more and more sophisticated and
intelligent, this has led to cyberbullies adapting to these restrictions put in place by social media
sites and now masking bad words, profanity and hate speech, and this has made it hard for some
models to detect some bad words and profanity.

With the help of machine learning we have come up with ways to detect masked bad words
in social media content and in this report, we will look at some models that are being used and
how we can further improve them in the future.

Work to be done:

We will first need to source out a vocabulary of bad words that we can use as part of our
available datasets.

After identifying a vocabulary of bad words, we will now focus on analyzing individual
isolated words from a comment with the help of embedding.

We will use the Levenshtein Edit Distance to check if there is a direct match of the isolated
word with the bad word list. If there is a direct match, then the algorithm will break.

If there is no direct match, then it should calculate Levenshtein Distance and form a
Candidate list.

A major part of the research work is going to be finding a new procedure for the
Levenshtein Distance.

This distance will be calculated considering visual similarity of a pair of symbols e.g., the
pair Y and B — visual similarity = 0, but for the pair B and 8 — visual similarity = 0.85 and for the
pair S and 5 — visual similarity = 0.7.

For this we will need to find a confusion matrix for these symbols and then incorporate it
into the Levenshtein Distance.

So, a brief summary of the task is that we will find a confusion matrix that we can use to
incorporate into the Levenshtein Distance so that we can be able to calculate the distance
considering visual similarity of the isolated word and the bad word vocabulary list.
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ATAKHN HA CTETAHOCUCTEMM. KPUIITOI'PA®IYHI ATAKHA
II. B. Pumap, B. B. Kpoxmanwk

3axuct iH(oOpMalii Bil HECAHKI[IOHOBAHOTO AOCTYIy BHUPILIYIOTBCS B YCi 4yacu icTopii
moacTBa. Bke B CcTapolaBHHOMY CBITI BHAUIMAJIOCS JIBa OCHOBHI HANpPSIMKH BUPIIMICHHS i€l
3agadi, L0 ICHYIOTh 1 10 CBOTOJHIIIHBOTO JHs: Kpunrorpadis i creranorpadis. Metoro
kpurnrorpadii € MpUXOBaHHSA BMICTY IMOBIIOMJIEHb 3a paxyHOK mudpyBanHsa. Ha BinMiHy Bin
LOTO, TIPU cTeraHorpadii NPUXoByeEThCA caM (PaKT iICHYBaHHS TAEMHOTO TIOBIJOMJICHHSI.

Cepen  MOXIMBUX  METOMIB  (3axoXiB) 3axWCTy KOH(}imeHmiiiHOT  iHpopmarii
HAaWMONIMPEHIIIUM Ha ChOTOAHI € METOJ KPUOTOrpadivyHOro 3aXHCTy, HiA SKUM PO3YMI€ThCS
MPUXOBAaHHS 3MICTY IOBIIOMIICEHHS 32 PaxyHOK HOro mudpyBaHHA (KOTYBaHHS) 3a NMEBHUM
QJITOPUTMOM, 1110 MA€ Ha METI 3pOOUTH MOBIIOMJICHHSI HE3PO3yMUINM JUIs HETMOCBSYEHUX B LIeH
QITOPUTM a00 y 3MICT KITI0Ya, KU BHUKOPHCTOBYBaBCS NpH IM(pyBaHHI. Alle 3a3HaYCHHUN
METOJ] 3aXUCTY € Hee(PEeKTUBHUM IIIOHAWMEHIIIE 3 ABOX MIPUYUH.

[Mo-mepmre, 3ammdpoBaHa 3a JOMOMOTOI  OUTBII-MEHIN CTIHKOI KPHUIITOCHCTEMHU
iH(pOpMallig € HEAOCTYMHOIO (IIPOTATOM Yacy, 10 BU3HAYAETHCS CTIMKICTIO KPUIITOCUCTEMH) ISt
O3HallOMJICHHS 0€3 3HAHHS aJTOPUTMY 1 KITFOUa.

[To-ppyre, cia 3BEpHYTH yBary Ha Te, 10 KpUNITOrpadiyHUNA 3aXUCT 3aXUILAE JIUIIE 3MICT
KoHQimeHuiitHOT iHpopMmamii. Y wmpoMmy Bumanky npobiema iHpopMmariiiiHoi Oe3mekn
MOBEPTAETHCS 10 CTIMKOCTI KpUNITOrPpadiuHOTO KOIY.

Ha nportuBary Bumie 3a3HaueHOMY, cTeraHorpadiuyHuil 3axucT 3abe3nedye NPUXOBaHHS
camoro (akTy icHyBaHHS KOH(IACHUIWNHUX BIIOMOCTEM MpH iX nepenadi, 30epiranHi 4uu 06poOii.
[Tig mpuxoByBaHHSAM (haKTy iICHYBaHHSI PO3YMIETHCS HE TIIbKM YHEMOJIJIMBJIICHHS BHUSBIICHHS B
MEePEXOMJIEHOMY MMOBIJOMIIEHH1 HAssBHOCTI 1HIIOTO (IPUXOBAHOI0) MOBITOMIICHHS, aje i B3arali
3pOOUTH HEMOXJIMBUM BHUKIMKAaHHS Ha IEeHd pPaXxyHOK OYyIb-SKHX IT03p. 3arajibHOI PHCOIO
creraHorpagiuHux METOIB € Te, 110 NPUXOBYBaHE MOBIJOMJICHHS BOYJIOBYETbCA B AEAKHNA HE
NpuBalIIOIOUMil  yBary o00’€KT (KOHTEHHep), SKHHA 3roJOM BIJKPHTO TPAHCIIOPTYETHCS
(mepecunaeTscs) aapecary.

3aBIaHHIM MTPONIOHOBAHOT pOOOTH € PO3pOOKa MPOTPAMHOTO KOMIUIEKCY ISl IEMOHCTpALii
NPUHIUIIB, 3aKJIaJeHUX B OCHOBY IOIIMPEHUX HA CHOTOAHI METOJIB CTEraHorpagiuHoro
MIPUXOBYBaHHS 3 MOXKIUBICTIO OOYHCIICHHS OCHOBHHX IOKAa3HHKIB CIOTBOPEHHS KOHTEWHEpa
py BOYZIOBYBaHHI 710 HbOT'O IIPUXOBYBAHUX JJAHUX.

Jlana 3a7aya BHPINIYETHCS TIOTIEPEHIM OTPAIFOBAHHSIM HACTYITHHUX ITUTAHb:

— PO3rIIsAI 0cOONMMBOCTEH TIOOYZIOBU CTeTaHOTpadivHUX CUCTEM Ta OCHOBHHUX THIIIB aTak
Ha 3a3Ha4€Hl CUCTEMU;
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