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ABTOMATHUYHUM OBJIIK BIJIBITIYBAHSA 3AHATH CTYIEHTAMHU

/. B. Uepnos, K. B. Céiooecvka

VY Oaratbox HaBYAJIBHHX 3aKjajaX MU OadyuMO IUIaBHHM MepexiJ] Ha aBTOMAaTH3aIiI0
MPOIECiB HAaBUAHHS, 32 PaxXyHOK YOrO ONTHMI3YETbCS HABUAIBHUN MpPOIEC Ta 3’ SBISETHCA
JIOTATKOBUH 4yac Ha mapi abo ypolli, sIK y CTYJIEHTIB Tak 1 y BukiagaviB. Jlanuit web — momaTok
CTBOPEHHUH JIJIs1 aBTOMATH3allii O0JIKY BiABIIyBaHHS 3aHATh CTYIEHTaMH.

Merta poboTr — po3poduTH iH(POPMAIIIHHY CUCTEMY, CIPOEKTYBaTH 0a3y JaHWUX B MPEIMETHIN
obmacti «OOMIK CTyAEHTIB», Ha OCHOBI SKOI po3poOMTH Wweb-momaTok mis poOOTH 3 JTaHUMH,
OCHOBHMMH (DYHKIIISIMU SIKOTO €: TIEperisifl, pelaryBaHHsl Ta CTBOPEHHS Map, a TaKOX OCHOBHHX iX
arpuOyTiB (CTYICHT 1 MpeaMET), poOoTa 31 3BITaMU, BiAIPABICHHS X €IEKTPOHHOIO MOIITOIO.

3aBoaHHS JOCHIDKEHHS — TMpOAaHANi3yBaTH BHAM Ta METOAM aBTOpH3alii Ta
ayTeHTH(iKamii, BUSBUTH OCHOBHUX KOPUCTYBAYiB Ta MPU3HAUYUTH iM KJIacHQiKaIlito, HA OCHOBI
AKO1 po3poOuTH iH(MOPMAIIHHY CHCTEMY Ta IMiJl KOXKHY 3 Kiacu(iKaiiid po3poOUTH OKpEeMHUi
creHapii podoru noxmartka. Jis peanizamii goAaTka BUKOpUCTaHa JjoriuHa 3B'siska MySQL +
Java + MVC + DAO + Spring[1] + Hibernate[2] + FreeMarker.

Jlns peanizariii pillieHHs] MOYKHA BHJIUJTUTH OCHOBHI €Taru:

— Peamizamisa 6a3u qanux ta il HaIOBHEHHS.

— IIporpamua peaizaiiist 1oaaTka.

— IligkmroueHHs qoaaTka 10 po3po0IeHol 6a3u TaHuX.

— HanamryBanHasa 6araTOKOpUCTYBaIlbKOTO PEKUMY.

— HanamryBanns aBropusarii Ta ayTeHTH(IKaLii Ha BCiX HEOOXITHUX PiBHSIX.
— HamamryBanus Logging — daiinis.

OOpanwmii Meron ayTeHTH]IKalii Ta aBTOpH3alii KOpUCTyBadya B CHCTEMi — Mapoib +
MiITBEPHKEHHS €IEKTPOHHOI aapecu[1].

Merton ayrenTdikaiii Ha mapi — qr-KoJ micis MonepeHbOI aBTOpU3allii.

AnTOpUTM POOOTH MPOTPAMU:

— AyreHTudikais Ta aBTOpU3aIlisl KOPUCTYyBava B CUCTEMI 3 PO3MOIIJICHHSIM MPUBLIETB.

— KopucryBau, sxoro BuzHaueHo sk «ADMIN» Moxke cTBOpUTH mapy, MICIAS YOTO
ABTOMATHYHO TEHEPYETHCS qr — 3aMpOIIeHHS UTs CTyaeHTiB (KopuctyBauiB — «USERY).

— Kopucrysau, sikoro BuznaueHo sk «USER» ckanye qr — 3anpolieHHsl Ta NepexoIuTh Ha
CTOPIHKY JIJIsl TIIATBEPKCHHS CBOET MPUCYTHOCTI HA Tapi.

Jnis kpamoro po3yMiHHS (YHKIIOHAJTBHOCTI JOAAaTKy 3 OOKYy KOpHCTyBada HaBEICHO
«use-case» JliarpaMy Ha HaCTYITHOMY PUCYHKY (puc. 1).
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Puc. 1. Jliacpama «use case» ona naneni memro
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B po6ori cpoekToBaHa 6a3a 1aHUX, KA BIANOBIA€ yMOBaM (DYHKIIIOHAIBHOCTI TAaHOTO
nonatka. Ha puc. 2 nmokazana EP-mgiarpama 6a3u gaHuX 3 OCHOBHUMHU CYTHOCTSIMH 1 3B’ SI3KaMH
MK HUMH. [l cTBOpeHHs cxemu Oyna mpoBeaeHa HopMmamizamis o H®D3, pesynbrar skoi
MOKeMO 1o0aunTH Ha puc. 3. Mu maemo 0a3y maHuX, sika ckiaagaeTbes 3 10 Tabmump. Tak sk B
poboti BukopuctoByeThcs ORM Hibernate [2] Ta 3B’s3kum MK TaONIsIMU CTBOPEHI 3a
JIOTIOMOT'OF0 aHOTAIli#, Ha JliarpamMi MOKHA MOOAYUTH JIUIIIE TaOJIHUIII.
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Puc. 2. ER-diaepama onucy mooeni 0anux
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Puc. 3. Cxema 6a3u oanux «classroomy nicas Hopmanizayii 0o 3H®

B poGoti Oynu po3risHYyTH METOAM ayTeHTHdIKaIii Ta aBTOpH3alii i B IMOAAIBIIOMY
maHyeTbest qoaatu Taki Mmeroau, sk NFC, RFID, BigOuTok manbist abo eIeKTpOHHO ITU(pOBUi
HiNMC, TaK SK BapiaHT 3 qr-KOJOM HE € MOBHUM BHUPIIICHHSAM MPOOJIeMH OOJIKYy CTYACHTIB, a €
MEPIIUM €TaIoM.

Henomikom 00671iKy TUTBKH 32 TOTIOMOTOIO I — KOAY € HeOOXiTHICTh KO)KHOMY CTYJICHTY
MaTd MpU coO01 MPUCTPI YWTaHHS (CKaHEp) 3 MIAKIIOYEHHSM JI0 MEpexi 1HTepHEeT. Takox €
BIpPOTiIHICTh HEBIpHOI iIeHTH]IKAIII] 32 paXyHOK BXOJy OJHOTO CTYJCHTa Ha JIEKIIbKa aKayHTIiB
(mepemaya 0ocoOUCTUX TAHUX BiJl OJTHOTO KOPUCTYyBaua AoJaTKa iHmomy) [3].

OCHOBHI ITaHEJI MOXHA IMOOAYNUTH HA HACTYITHOMY PUCYHKY (puc. 4).
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B poboti crBOpeHmii mpoToTHn iH(poOpMaliifHOT cucTeMH AN OOJIKY BiJBITyBaHHS
3aHATh CTYACGHTaMH, SKHHA JO3BOJSIE ONTHMI3yBaTH HAaBUAJIBHMHA NPOLEC 3a paxyHOK
ABTOMATUYHOTO BiJBiAyBaHHS map. B mexax poOoTu cTBOpeHO web — momaToK, OCHOBHUMU
GYHKIISIMH SIKOTO €  Teperisi, PeAaryBaHHA Ta CTBOPEHHS Map, a TAaKOXX OCHOBHHX iX
aTpuOyTiB (CTyIeHT i mpeamer). Bukopucrano nporokon IP.
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ANTIVIRUS SOFTWARE VERSUS MALWARE

Harrison Asamoah

Antivirus software is a class of program designed to prevent, detect and remove malware
infections on individual computing devices, networks and IT systems. It is originally designed to
detect and remove viruses from computers, can also protect against a wide variety of threats,
including other types of malicious software, such as

— Keyloggers

— Browser hijackers
— Trojan horses

- Worms

— Rootkits

—  Spyware

— Adware

— Botnets

— Ransomware.

Antivirus software typically runs as a background process, scanning computers, servers or
mobile devices to detect and restrict the spread of malware. Many antivirus software programs
include real-time threat detection and protection to guard against potential vulnerabilities as they
happen, as well as system scans that monitor device and system files looking for possible risks.

Antivirus software usually performs these basic functions:

— Scanning directories or specific files for known malicious patterns indicating the
presence of malicious software.

— Allowing users to schedule scans so they run automatically.

— Allowing users to initiate new scans at any time; and

— Removing any malicious software, it detects. Some antivirus software programs do
this automatically in the background, while others notify users of infections and ask
them if they want to clean the files.

Malware, short for malicious software, is a blanket term for viruses, worms, trojans and
other harmful computer programs hackers use to wreak destruction and gain access to sensitive
information. It is the collective name for a number of malicious software variants, including
viruses, ransomware and spyware. Malware is typically delivered in the form of a link or file
over email and requires the user to click on the link or open the file to execute the malware.
Malware will inevitably penetrate your network. You must have defenses that provide significant
visibility and breach detection. In order to remove malware, you must be able to identify
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